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Privacy

Introduction

What is “privacy” and why is it important?
Privacy is referred to as the right of an individual to control the collection, handling, access, use and disclosure of their own 
personal information.

The protection of client’s personal and sensitive information is extremely important. All clients have the right to have their personal 
and sensitive information protected. As a business, it’s our responsibility to protect the information we collect and that is why we’ll 
be asking you to understand your obligations. This manual will also explain who to contact if you have a privacy related query.

The Australian Privacy Principles
There are 13 Australian Privacy Principles (APPs), which cover the entire life cycle of information flows between TAL and our 
clients, from collection, storage, protection, disclosure and, where appropriate, destruction or de-identification. The Australian 
Privacy Principles are:

1. Open and transparent management of personal information.

2. Anonymity and pseudonymity.

3. Collection of personal and sensitive information.

4. Dealing with unsolicited personal information.

5. Notification of collection.

6. Use or disclosure.

7. Direct marketing.

8. Cross border disclosure.

9. Adoption, use or disclosure of government related identifiers.

10. Quality of information (up to date, complete and accurate).

11. Security of information (protection from misuse, interference, loss and from unauthorised access, modification or disclosure).

12. Access to information.

13. Correction of information.

Under current privacy legislation, Affinia is responsible for implementing all reasonable measures to protect client information 
from unauthorised use, loss, interference (including hacking) or disclosure.1

Our Privacy Policy
Our Affinia Privacy Policy is available on the Affinia website www.affinia.com.au. The policy tells clients how we collect, use, 
disclose and secure their information.

The Office of Australian Information Commissioner (OAIC) and the Privacy 
Commissioner
The Office of the Australian Information Commissioner (OAIC) is an independent office that has substantial powers and 
responsibilities under the legislation. The Privacy Commissioner promotes and protects privacy in Australia.

Clients who are upset about the way an organisation has dealt with their personal information can alert the Privacy Commissioner 
and the issue will be formally investigated. Useful information about how Affinia must protect the privacy rights of their clients can 
be found on the OAIC website at www.oaic.gov.au.
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This information includes ‘Frequently Asked Questions’ for businesses and guidance on handling personal information If you 
become aware of a data security breach which may compromise the privacy of your clients (e.g. hacking into computers) then 
you must notify us immediately by emailing compliance@affinia.com.au or calling 1300 AFFINIA (1300 233 4642).

The Privacy Commissioner has powers to:

■■ investigate organisations when notified by individual clients of actual or perceived privacy breaches

■■ seek civil penalties up to $347,000 for individuals and up to $1.7m for companies

■■ conduct assessments of privacy performance for Australian businesses.

Key Privacy legislation requirements
The Privacy Commissioner expects financial services organisations to take reasonable steps to protect personal client 
information such as health and financial information and these include:

■■ ensuring processes are in place imposing an obligation of confidentiality on third parties

■■ providing information to clients about the approach taken to guard their privacy

■■ providing access for clients to the information held about them

■■ personal information relating to a client must not be disclosed to any other person unless the client has consented or the 
disclosure is permitted by law

■■ provisions for managing data breaches

■■ personnel security and training

■■ IT security, software security, encryption

■■ network security, physical security

■■ testing throughout systems

■■ ensuring marketing campaigns take into account the wishes of clients that have opted out from receiving marketing 
materials for other products and services.

Affinia clients are entitled to expect that their personal and sensitive information will be treated in a secure manner and 
handled with respect and care. With incidents such as ID theft and fraud on the rise using client information such as TFN’s, 
credit card and bank details, it is imperative that all reasonable controls to mitigate against these risks are implemented.

Failure to carry out our legislative obligations regarding privacy may result in the following:

■■ Adverse media exposure

■■ Regulatory censure by the Office of the Australian Information Commissioner

■■ Complaints and Litigation

■■ An adverse impact on our good reputation i.e. brand damage

■■ Loss of business

■■ Financial penalties

On a regular basis Affinia will undertake the following steps:

■■ review controls to protect the disclosure of client data to unauthorised entities

■■ review controls to ensure that client consent is obtained prior to collection of sensitive data

■■ review processes to carry out appropriate screening and training of personnel

■■ develop and review appropriate data security policies

■■ test IT systems against hacking, fraud, interference and unauthorised access

■■ keep up to date with guidance provided by the Office of the Australian Information Commissioner (OAIC) provided on the 
website at oaic.gov.au.
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Personal and sensitive information
You should understand the difference between personal and sensitive information.

■■ Personal information includes name, contact details such as phone numbers and email or postal address. 

■■ Sensitive information includes information about a person’s health, political opinions and associations, religious or 
philosophical beliefs, trade union memberships, racial and ethnic origins, sexual preferences and criminal records. This 
information should be dealt with more carefully and requires extra security. Financial information such as bank account 
details, credit card details and investments should also be held securely and treated as sensitive information due to the 
potential damage if the information is lost or disclosed to unauthorised recipients

You should understand that client consent must be obtained prior to collecting sensitive information and that we must 
maintain an audit trail of that consent e.g. application form or telephone record.

Information contained in applications for life or income protection is likely to be of a sensitive nature. A person’s consent is 
required before this information can be collected. Normally, the consent is included in the application form through the client’s 
signature.

You should understand that Affinia can only collect information which is necessary to carry out our functions and activities in 
connection with Affinia products and services.

You must understand that personal information must be collected from the individual concerned unless this is unreasonable or 
impracticable.

You must understand that collection of Affinia client information can only be carried out by fair means i.e. the collecting 
information is not carried out in a way that is oppressive, does not involve intimidation or deception, and is not unreasonably 
intrusive.

Privacy Officer
If you have any questions regarding Affinia’s privacy obligations, processes, or procedures, please contact your regional 
manager and the Privacy Officer.

The Affinia Privacy Officer within the Chief Risk Office is the person who carries out the following functions:

■■ Drafts privacy wording on PDS’s, forms and marketing materials

■■ Answers technical enquiries from the business on privacy legislation and the rights of clients

■■ Deals with all privacy access requests

■■ Maintains a privacy access request data base register and file archive system

■■ Keeps updated on privacy legislation and informs TAL personnel of changes as required

■■ Keeps updated on the requirements of the Office of the Australian Information Commissioner and informs TAL personnel 
of changes as required

■■ Updating the TAL Privacy Policy as required

■■ Conducts periodic privacy training and maintaining privacy awareness among TAL employees

■■ Liaises with personnel from Complaints and Legal where relevant on privacy matters

■■ Deals with privacy issues referred to the regulator

Contact compliance@affinia.com.au or call 1300 AFFINIA (1300 233 4642) if you need to liaise with the Privacy Officer.
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Privacy Obligations

Direct Marketing and Opt Out Registers
Direct marketing involves communicating directly with an individual to promote goods and services.

Affinia must not use or disclose personal information for the purpose of direct marketing unless an exception applies.

Where Affinia is permitted to use or disclose personal information for the purpose of direct marketing, it must always:

■■ allow an individual to request not to receive direct marketing communications (also known as ‘opting out’), and

■■ comply with that request.

Affinia must provide its source for an individual’s personal information, if requested to do so by the individual.

In the event that Affinia collected the information from someone other than the customer, we can only use that information for 
direct marketing if:

■■ the customer has consented, or

■■ it is impracticable to obtain that consent,

and

■■ Affinia provides a simple means by which the customer may opt out, and

■■ every direct marketing piece includes an opt out option, and

■■ the customer has not opted out.

Individuals have a right to “Opt Out” of receiving marketing materials.

This means that people can contact us to tell us that they don’t want to receive any marketing materials in the future. We need 
to ensure that the option to opt out is clearly and prominently presented in all marketing materials that we send to potential 
customers.

In all cases, an Opt Out Request should be processed on our systems within 14 business days of receiving the request from 
the individual.

Individuals should have a range of methods available to opt out of receiving marketing materials and these include the 
following:

■■ informing a sales person over the phone; via post; calling customer service; completing an Opt Out Form online.

If Affinia uses or discloses personal information about a customer for the purpose of direct marketing by TAL, or for the 
purpose of facilitating direct marketing by other organisations, the customer may:

■■ request not to receive direct marketing communications from TAL (‘opt out’), and

■■ request Affinia not to use or disclose the information for that purpose, and

■■ request Affinia to provide its source of the information.

Affinia must give customers the choice to opt out of direct marketing, and the means of doing so must be easily available.

Affinia must wash all direct marketing campaigns against opt out registers.

■■ We must know the source of information to provide to people if they ask e.g. “where did you get my name and 
number from?”

■■ Affinia must confirm the consent of the customer when obtaining lists of leads from third parties.

■■ Affinia must have an opt out process, which is respected if a customer chooses not to receive direct marketing.

Direct marketing obligations only apply to prospective clients, or people that Affinia is targeting to become clients, not to 
existing clients of Affinia.
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Cross Border Disclosure
Before Affinia discloses personal information about a client to a person overseas, we must take such steps as are reasonable in 
the circumstances to ensure that the overseas recipient does not breach the Australian privacy laws in relation to the information.

This does not apply if Affinia reasonably believes that the recipient of the information is subject to a law that has the effect of 
protecting the information in a way that, overall, is at least substantially similar to the way in which the Australian privacy laws 
protect the information and there are mechanisms that the individual can access to take action to enforce that protection of the 
law or the customer consents to the overseas disclosure.

If Affinia discloses personal information to an overseas recipient who is providing products or services on behalf of Affinia, we as 
an organisation are accountable for any acts or practices of the overseas recipient in relation to the information that would breach 
the privacy obligations.

Quality of personal Information
Affinia must take such steps as are reasonable in the circumstances to ensure that the personal information that we collect is 
accurate, up-to-date and complete. Affinia must also take such steps as are reasonable in the circumstances to ensure that the 
personal information that the entity uses or discloses is, having regard to the purpose of the use or disclosure, accurate, up-to-
date, complete and relevant.

Security of personal information
Affinia and our Representatives are privy to personal and sensitive information of our clients. It is extremely important that this 
information is protected.

Affinia’s client files contain personal financial and health information including credit card and bank account details, Tax File 
Numbers and family and personal medical histories.

If your business is employing a staff member it is prudent to check their background and experience in these areas prior to 
employing them and to ensure that they receive the necessary training regarding privacy and handling client information.

Physical security
Affinia must take reasonable steps to protect personal information it holds from misuse, interference and loss, as well as 
unauthorised access, modification or disclosure.

This includes physical security at your place of business and where you store client records.

Where Affinia no longer needs personal information for any purpose for which the information may be used or disclosed under 
the APPs, Affinia must take reasonable steps to destroy the information or ensure that the information is de-identified.

This requirement applies except where:

■■ the information is part of a Commonwealth record, or

■■ Affinia is required by law or a court/tribunal order to retain the information.

We are obliged to keep information for at least 7 years after our last transactions with the client, except in certain situations 
where we are permitted by law to keep it longer.

You must follow our procedures on physical and electronic security of client information.

Review and identify gaps in processes to prevent customer information:

■■ from misuse, interference and loss and

■■ from unauthorised access, modification or disclosure.

Report to your Manager or the Privacy officer if you know or suspect that a breach has occurred.

Consider if we need to destroy or de-identify customer information when it is no longer required (e.g. 7 years after the last 
contact with the customer)

Ensure that you are aware of the processes to destroy or de-identify non-customer information i.e. leads when it is no longer 
required.
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Implementing security measures
■■ Do be alert to computer security and access, always turn it off when not in use and do not provide your password to others.

■■ Do be especially alert if visitors arrive at your office, make sure they do not have access to client files or information.

■■ Do be alert to people asking for information and/or document about a client when it is unclear if the client knows or consents. 
For example, anyone can phone up pretending to be a solicitor for a client. If in doubt, always check.

■■ Always update client files with current contact details with 14 days.

■■ Don’t put documents containing private client information in your normal rubbish bin – use a shredder or secure destruction 
bin.

■■ Don’t talk about private client information in public spaces – such as foyers, lifts, or in the coffee line.

Your Responsibilities

Office

We expect that you will implement reasonable measures to prevent and detect unauthorised entry to premises and systems and 
to secure storage of personal information, files, etc. These measures could include locks, security keys and containers, alarm 
systems and access controls.

Files

Ensure files are housed within a lockable container and that the container is locked when not in use. Files should not be left lying 
around when not in use.

Computers and data security

You need to implement reasonable measures to protect computer systems and networks from unauthorised access, modification 
and disclosure.

These measures could include access control for authorised users including user and screensaver passwords, limited access to 
shared network drives, virus checking, auditing procedures and data integrity checks.

It is important to back up your data on a regular basis and to store the backups in a different location.

Communications

You should also have in place reasonable measures when sending post and email communications to clients or third parties to 
ensure that the correct address is used.

Clients right to access their personal information
Generally, clients have the right to access the information we hold about them such as the following:

■■ Copies of application forms/call recordings of them taking out a policy.

■■ Copies of medical reports that we have on file about them.

Generally, there is an expectation that the client should receive the documentation that they have requested within 14 business 
days of making that request.

If it will take longer we should communicate the expected timeframe to the customer.

Generally, the client’s information will be released, unless one or more of the following exemptions applies such as:

1. Affinia reasonably believes that giving access would pose a serious threat to the life, health or safety of any individual, or to 
public health or public safety; or

2. giving access would have an unreasonable impact on the privacy of other individuals; or

3. the request for access is frivolous or vexatious; or

4. the information relates to existing or anticipated legal proceedings between the entity and the individual, and would not be 
accessible by the process of discovery in those proceedings; or

5. giving access would reveal the intentions of the entity in relation to negotiations with the individual in such a way as to 
prejudice those negotiations; or

6. giving access would be unlawful; or

7. Affinia has reason to suspect that unlawful activity, or misconduct of a serious nature, that relates to the entity’s functions or 
activities has been, is being or may be engaged in.

When a client requests documentation that we hold about them, they to need complete the Request for access to information 
form which is available on the Affinia website www.affinia.com.au.
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When requested, Affinia will provide clients (or any person authorised by the client), access to documentation relating to the 
provision of financial planning advice for which the client has paid or will pay for.

This will normally be free of charge, however if a large volume of documentation is required, where permitted, Affinia reserves the 
right to charge a fee to recover our costs.

This documentation need not include documents prepared or received by Affinia or the Representative in undertaking the 
advisory task, such as internal notes, memoranda, quotes or other working documents.

All requests by a client for access to their information should be referred to Professional Standards.

Tax File Numbers (TFNs) – Collection, Storage, Secure 
Destruction and training

Introduction and Legal Obligations
Tax file numbers (TFNs) are unique numbers issued by the Australian Taxation Office (ATO) to identify individuals who lodge 
income tax returns with the ATO.

The Tax File Number Guidelines (TFN Guidelines) dated 12 December 2011 were issued under the Privacy Act 1988 (Cth) and 
are legally binding. The guidelines regulate the collection, storage, use, disclosure, security and disposal of individuals’ tax file 
number (TFN) information. The TFN Guidelines are available on the website of the Privacy Commissioner using this link:  
http://www.oaic.gov.au/privacy/privacy-act/tax-file-numbers

A breach of the TFN Guidelines is an interference with privacy under the Privacy Act. Individuals who consider that their TFN 
information has been mishandled may make a complaint to the Australian Privacy Commissioner.

As well as constituting a breach of the TFN Guidelines, unauthorised use or disclosure of TFNs can be an offence under the 
Taxation Administration Act 1953 (TAA) and attract penalties including imprisonment and monetary fines.

In the context of superannuation, Part 25A of the Superannuation Industry (Supervision) Act 1993 (SIS Act) also contains rules 
and restrictions on the quotation, use and transfer of TFNs.

An approved recipient of a TFN is a recipient that:

■■ is engaged by an authorised TFN recipient to provide services where it is reasonably necessary to have access to TFN 
information; or

■■ has obtained an individual’s consent to access their TFN, to help manage that individual’s taxation or superannuation affairs 
such as the trustee of a superannuation fund.

TFN information must only be used or disclosed by TFN recipients, for a purpose authorised by taxation law, or superannuation law.

The potential consequences of not meeting the obligations about the collection, use, disclosure and security of 
TFN’s include:

■■ customer complaint to the Privacy Commissioner

■■ investigation by regulator

■■ imposition of fines by regulator

■■ loss of business.

Collection of Tax File Numbers from clients
There is no requirement for customers to provide their tax file number to their Representative , but they may want 
supply this information if they want their Representative to liaise with the trustee of a superannuation fund or investment provider 
to set up the arrangement for them.

Best practice would be to avoid collecting TFN information unless it is required, for example, if the client has requested 
assistance in setting up a superannuation fund or arranging insurance within a superannuation fund.

Only request or collect TFN information from individuals and other TFN recipients for a purpose authorised by taxation law, or 
superannuation law.

If you request an individual’s TFN, you must take reasonable steps to ensure that:

■■ individuals are informed:

■– of the taxation law, or superannuation law which authorises the TFN recipient to request or collect the TFN;

■– of the purpose(s) for which the TFN is requested or collected;

■– that declining to quote a TFN is not an offence; and

■– about the consequences of declining to quote a TFN.
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■■ the manner of collection does not unreasonably intrude on the individual’s affairs, and

■■ the TFN recipient only requests or collects information that is necessary and relevant to the purpose of collection under 
applicable taxation law, or superannuation law.

If you collect a client’s TFN you must take reasonable steps to:

■■ protect TFN information from misuse and loss, and from unauthorised access, use, modification or disclosure; and

■■ ensure that access to records containing TFN information is restricted to individuals who need to handle that information for 
taxation law, personal assistance law or superannuation law purposes.

Protecting Tax File Numbers (TFNs)
Best practice client file security must be employed to protect TFN information.

If a client’s TFN is collected for any reason, or incidentally appears on documents relating to the giving of advice, such as an ETP 
statement, the Representative must either:

■■ delete the number (with white-out or similar) such that it is not discernible, or

■■ if the TFN is to be recorded and retained, restrict the scope of access to files containing the number.

If a Representative requests a client to supply a TFN for any purpose, the Representative must inform the client:

■■ the legal basis for collection;

■■ that declining to quote a TFN is not an offence;

■■ the consequences of not quoting a TFN.

Some of the privacy concerns associated with TFNs include:

■■ they could potentially be used by all government agencies and private sector organisations as part of a national identification 
system

■■ they could be used to match or link records of personal information held by many different agencies and organisations, which 
could:

■– enable an agency or organisation to look up detailed information about a person just by knowing their TFN

■– increase the risk of serious breaches of personal privacy if data is lost or misused

■– increase the risk of identity theft.

Under the TFN Guidelines, TFN recipients must take reasonable steps to safeguard TFN information from loss, unauthorised 
access, use, modification, disclosure or other misuse, whether the information is stored in physical or electronic form. This means 
that the person, agency or organisation should implement security safeguards that protect the TFN information in a way that 
anticipates all reasonably foreseeable risks to the security of the TFN.

Requirements for handling Tax File Numbers can be obtained by emailing compliance@affinia.com.au or calling 1300 AFFINIA 
(1300 233 4642). Information on TFNs is also available on the OAIC website, www.oaic.gov.au/index.html.

Representatives must take reasonable steps to securely destroy or permanently de-identify TFN information where it is no longer:

■■ required by law to be retained, or

■■ necessary for a purpose under taxation law, personal assistance law or superannuation law (including the administration of 
such law).

It is also best practice to destroy TFN information if you are no longer the servicing Representative.

Things to remember regarding client TFNs
There are distinct obligations about handling TFNs due to the fact that they are Government issued data and can be used for 
wrong purposes such as ID theft etc. Generally there are strict limits about who can collect TFN’s, for example, the trustee of a 
superannuation fund can collect the data so that the customer is taxed at the correct rate. Arguably, there is no need for financial 
advisors to collect TFN information from clients if they are simply assisting the client with a product such as a life insurance 
product outside super, however, if the Representative is helping the client invest into a super fund or put their risk product through 
super, the client may wish the Representative to complete details on forms etc. which may require TFN data. Alternatively, the 
client may wish to keep their TFN to themselves – basically it is their choice.

If you are forwarding the “Personal Details” page of an existing Fact Find to another person or organisation e.g. mortgage brokers 
or estate planners, make sure that the client TFN is blacked out (redacted) before it is sent because the recipient does not need 
this information.

When you no longer need to keep the TFN of a person e.g. they have ceased to be a client, remove their TFN from the client 
records.
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Staff training
All Representatives must take reasonable steps to ensure that:

■■ all staff are aware of the need to protect individuals’ privacy when handling TFN information, and

■■ all staff who collect or access TFN information are aware of:

■– the circumstances where TFN information may be collected

■– the prohibitions on the use and disclosure of TFN information

■– the need to protect individuals’ privacy when handling TFN information, including under the TFN Guidelines and under the 
Privacy Act, and

■– the penalties or other sanctions that apply for breaching the TFN Guidelines or applicable laws relating to the handling of 
TFNs.


